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Ψ Quick Summary

DNNs

𝑿𝑿adv: “Frog” GT: “Deer”

Hypothesis Model:

Test Function:

“Frog”

“Car”



 Adversarial examples, generated by carefully crafted perturbation, have attracted 
considerable attention in research fields. 

Ψ Necessity of Adversarial Robustness

[Goodfellow et al. 2014]
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Adversarial Perturbation Adversarial ExampleClean example

“Deer”

Potential Security Threats!



“Deer”

 But, it is still inexplicable the origin of adversarial examples, and it arouses  
arguments from various viewpoints, albeit comprehensive investigations.

Ψ Necessity of Adversarial Robustness

[Goodfellow 2015; Shafahi et al. 2018; Yin et al. 2019; Kim et al. 2021]

- Excessive linearity in a hyperplane?

- Aberration of statistical fluctuations?

- Induced from high-freq information?

- Existence of non-robust features?



QuestionΨ

What is Inherent Causal Feature in Adversarial Examples?



QuestionΨ

Backdoor Path: 𝑇𝑇 ← 𝑈𝑈 → 𝑌𝑌

Causal Path: 𝑍𝑍 → 𝑇𝑇 → 𝑌𝑌



PreliminaryΨ

Conditional Moment Restriction (CMR)

where a generalized residual function               is denoted by

InstrumentTreatment

Hypothesis ModelOutcome

Here, CMR serves as a key of finding hypothesis model.



Proposed MethodΨ

Adversarial Moment Restriction (AMR)

where a generalized residual function               is denoted by

Feature VariationsAdversarial Features

Neural NetworksCausal Features

(                     )

Also, AMR serves as a key of finding neural networks outputting causal features.



Proposed MethodΨ

Adversarial Moment Restriction (AMR)

where a generalized residual function               is denoted by

Feature VariationsAdversarial Features

Neural NetworksCausal Features

However, conventional “CMR” did not work well in finding a non-parametric hypothesis model
with high-dimensional treatment due to ill-posed estimates [7, 20, 45,  78] 

(                     )



Proposed MethodΨ

Generalized Method of Moments (GMM) can help AMR!

(                         )
Test FunctionHypothesis Model

Generating counterfactual treatment against hypothesis model (Causal)(Causal) Satisfying CMR despite given counterfactual treatment

Causal Feature Generator Counterfactual Feature Generator

V.S.

(Adversarial) Generating causal features given too much noisy feature Interrupting generating causal features (Adversarial)

Implementation: Min-Max Optimization

(assuming the moment is semi-positive)

[Dikkala et al. 2014]



Proposed MethodΨ

min max𝔼𝔼[{Y − ℎ( )} × ]
? 𝑔𝑔(𝑍𝑍)𝑔𝑔(𝑍𝑍)

None of Labels for Causal Features

𝑔𝑔

Then, how?

ℎ “Car” “Car”
min max𝔼𝔼[{"frog" − 𝑓𝑓𝑙𝑙+( )} × 𝑓𝑓𝑙𝑙+( )]

ℎ(𝑔𝑔 𝑍𝑍 ) 𝑔𝑔(𝑍𝑍)𝑔𝑔ℎ “Car”“Frog”



Analysis on Causal FeaturesΨ

Feature Combinations

(i) Adversarial Feature (Adv)
𝐹𝐹adv = 𝐹𝐹natural + 𝑍𝑍

(ii) Counterfactual Feature (CF)
𝐹𝐹CF = 𝐹𝐹natural + 𝑔𝑔 𝑍𝑍

(iii) Counterfactual Causal Feature (CC)
𝐹𝐹CC = 𝐹𝐹natural + (ℎ ∘ 𝑔𝑔)(𝑍𝑍)

(iv) Adversarial Causal Feature (AC)
𝐹𝐹AC = 𝐹𝐹natural + ℎ(𝑍𝑍)



Analysis on Causal FeaturesΨ

Fig 3. Comparison results of feature visualization for the defined feature variations. 

[Olah et al. 2017]



Ψ Inoculating Causal FEatures

min
𝑓𝑓∈ℱ

𝔼𝔼𝒮𝒮 max
𝜖𝜖 ∞∈𝛾𝛾

ℒDefense + 𝒟𝒟KL 𝑓𝑓𝑙𝑙+ �𝐹𝐹AC |𝑓𝑓𝑙𝑙+(𝐹𝐹adv)

We can now implant CAusal FEatures to boost adversarial robustness!



Validating CAFEΨ

• FGSM
• PGD
• CW
• AP / DLR
• AA

• AT
• TRADES
• MART
• HELP
• AWP

Defense Baselines

Attack Baselines

[Madry et al. 2017;Zhang et al. 2019; Wang et al. 2020; Wu et al. 2020; Rade et al. 2022; ]

Table 2. Results of adversarial robustness using CAFE in existing defense methods



ΨThank you
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