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Quick Review

∆ = 𝒛𝜋1 − 𝒛𝜋2 ≥ 0𝑒−𝜆
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Motivation - Floating-point errors

𝒆−𝝀𝐶𝐸 𝒛, 𝑦 = −𝑙𝑜𝑔𝑝𝑦 = −𝑙𝑜𝑔
𝑒𝒛𝑦−𝒛𝜋1

σ𝑖=1
𝐾 𝑒𝒛𝑖−𝒛𝜋1

∇𝑿CE 𝒛, 𝑦 = −1 + 𝑝𝑦 ∇𝑿 𝒛𝑦 − 𝒛𝜋1 +
𝑖≠𝑦

𝑝𝑖 ∇𝑿 𝒛𝑖 − 𝒛𝜋1

where 𝑝𝑖 =
𝑒𝒛𝑖−𝒛𝜋1

σ𝑗=1
𝐾 𝑒𝒛𝑗−𝒛𝜋1

, 𝑖 ∈ 1,2, … , 𝐾 .

when ∆ = 𝒛𝝅𝟏 − 𝒛𝝅𝟐 ≥ 𝝀 and 𝒛𝑦 = 𝒛𝜋1 ∇ ො𝑥𝐶𝐸 𝒛, 𝑦 = 0

𝛿𝐶𝐸 = 𝛿(∇ ො𝑥𝐶𝐸 𝒛, 𝑦 ) = 100%.

𝑝𝑦 = 1, 𝑝𝑖≠𝑦 = 0

𝑻he relative error of the calculated gradient
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Underflow can not explain all cases

∆ ≥ λ

𝟎 ≤ ∆≪ 𝝀 ∆ ≥ 𝝀

But not all values of ∆ in the model are greater than 𝜆 , so what does the relative error

𝜹𝑪𝑬 look like when 𝟎 ≤ ∆ < 𝝀 ?

∆

𝟎 ≤ ∆ < 𝝀

λ
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Rounding error

𝑿𝑖+1

𝑿𝑖

𝑿𝑖−1𝒁𝒊−𝟏

𝒁𝒊

𝒁𝒊+𝟏∇𝑿CE 𝒛, 𝑦 = σ𝑖≠𝑦 𝑝𝑖 ∇𝑿 𝒛𝑖 − 𝒛𝜋1

when 𝒛𝑦 = 𝒛𝜋1

∇𝑿CE 𝑐𝒛, 𝑦 = 𝑐
𝑖≠𝑦

𝑝𝑖
𝑐 ∇𝑿 𝒛𝑖 − 𝒛𝜋1

where 𝑝𝑖
𝑐 =

𝑒𝑐(𝒛𝑖−𝒛𝜋1)

σ𝑗=1
𝐾 𝑒𝑐(𝒛𝑗−𝒛𝜋1)

, 𝑖 ∈ 1,2, … , 𝐾 and 𝑖 ≠ 𝑦

where 𝑐 = 𝑇/∆𝑑𝑒𝑡𝑎𝑐ℎ

After we introduce a scaling factor 𝑐
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Strong correlation

∇𝑿CE 𝑐𝒛, 𝑦 = c𝑝2
𝑐 ∇𝑿 𝒛𝜋2 − 𝒛𝜋1 ∝ c𝑝2

𝑐

𝛿𝐶𝐸∝ 𝛿(c𝑝2
𝑐)

• when 𝐾 = 2

• Following the same operation, we add a scale 

factor 𝑐 to ∆ and hold T = 𝑐∆ constant during 

each iteration of the multi-iteration attack
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Other solutions

• Increasing the floating-point precision 

• Surrogate loss functions 
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Experiment
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• Convergence speed

Ablation study

• Boost the capability of existing attack strategies
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Ablation study

ℤ = 𝒛𝒚 −𝐦𝐚𝐱
𝒊≠𝒚

𝒛𝒊 Its sign indicates if the attack is successful or not.



Thanks for listening!
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