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‘ Background

Adversarial examples are tailored inputs with the purpose of
confusing neural networks. (Visually similar to natural examples)
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Introducing gradient ascent at the image level.
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L ‘ Background

Adversarial Training (min-max optimization):

min ()~ [ (fo (). 9)+ max L (fo () o (x-+ )|

Standard classifier Adversarially robust classifier
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L ‘ Background

B Similarity learning vs. Class Concept Learning for Robustness

Similarity Learning:

E fe Class-wise feature

( Tes,, mean prototypes
X,y

exp(—d>(fo. (%), ptn))
S exp(—d2(fo. (x), pnr))

P(Yx =Yp, |x, M) =

Learning object relations between support and query sets

Adversarially Robust Few-shot Learning via Parameter Co-distillation of Similarity and Class Concept Learners



L i Background

B Similarity learning vs. Class Concept Learning for Robustness

Similarity Learning: Concept Learning:
Softmax with learnable weights
Class-wise feature

Hn Z fos mean prototypes » » — {WZ

(x,y)GS
exp(—d”(fo. (%), pn)) W) - exp(w fo, (%))
> o1 exp(=d(fo. (%), o)) plin= e W) 22y exp(exp(w] fo. (x)))

Learning object relations between support and query sets Learning global classifier weights for all the classes
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L ‘ Background

B Analyses on Similarity and Class Concept Learning
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Visual similarity Class concept Similarity-concept
learning learning co-distillation
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‘ Background

B Analyses on Similarity and Class Concept Learning
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B paRametEr co-diStlllation of SimilariTy and clAss coNCept IEarners (RESISTANCE):

Dynamic Parameter-level Interpolation:
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B paRametEr co-diStlllation of SimilariTy and clAss coNCept IEarners (RESISTANCE):

Cross-branch Class-wise Global
Adversarial Initialization Perturbations:
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B paRametEr co-diStlllation of SimilariTy and clAss coNCept IEarners (RESISTANCE):

Branch Robustness Harmonization:

Relative Robustness Score

Exy~0 [EKL (pXW pr“—fkég)}
E(X’y) [/LKL ( ) H ﬁg)}

Reweighted Learning Rate
. = ns|1 — tanh (7 max (0, log (ks))) |
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3 ‘ Experiments & Analyses

B Standard Comparison:

Mini-ImageNet CIFAR-FES FCI100
Model Method ©
Clean PGD CW AA Clean PGD CW AA Clean PGD CW AA
AQ [14] 50.12 28.16 27.21 2468 57.63 3958 38.69 37.17 35.19 2476 2280 21.08
< R-MAML [38] 50.76 34.19 29.61 2831 5275 3266 3147 19.25 3856 17.67 1591 18.75
> ST [30] 51.23 3323 30.84 29.07 5561 4021 40.15 3995 40.69 30.65 2739 27.06
z GR [9] 5093 3795 3590 31.37 5831 4795 4645 45.09 4132 3292 30.70 29.09
O DFSL [ 18] 51.10 36.23 3594 30.31 58.890 4742 46.62 4438 41.74 31.81 2999 28.44

RESISTANCE 52,23 40.24 38.55 3581 60.05 48.37 47.00 4589 44.63 35.15 33.73 30.07

AQ [14] 64.47 3080 29.62 2572 65.78 4401 4254 4156 41.07 2568 2486 22.13
a R-MAML [38] 6275 4578 43.88 36.12 65.61 3477 33.15 27.77 4225 2439 2049 20.08
> ST [30] 61.65 4785 4598 4523 6444 46.16 4426 43.19 4457 3218 30.72 28.33
z GR [9] 64.60 50.71 47.52 4759 6699 5266 50.61 5091 46.12 3427 3200 30.98
2 DFSL [ 18] 6495 5083 47.23 4650 6584 5390 51.25 50.64 4773 34.63 3236 30.97

RESISTANCE 68.79 353.84 5147 5052 7483 61.61 59.64 58.76 51.69 3751 35.70 34.66
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3 ‘ Experiments & Analyses

Robustness w.r.t. diverse attack radii:

Radius ¢ Method Mini-ImageNet CIFAR-ES
I-shot 5-shot I-shot 5-shot
R-MAML [38] 31.67 4721 3096 4043
4/255 GR [9] 35.77 52.63 40.04 55.82
DFSL [18] 36.39 5345 41.12 56.92
RESISTANCE 39.24 58.57 46.07 64.18
R-MAML [38] 28.65 4294 27.16 3491
6/255 GR [9] 33.75 5095 36.85 52098
DFSL [ 18] 3398 5042 3745 53.20
RESISTANCE 37.06 5485 43.39 61.35
R-MAML [38] 25.08 35.73 2281 26.12
10/255 GR [9] 28.01 4499 3323 48.47
DFSL [18] 26.83 43.08 3298 48.03
RESISTANCE 29.76 47.33 38.57 56.18
R-MAML [38] 23.89 3275 21.30 25.06
12/255 GR [9] 26.31 4092 31.14 47.46
DESL [ 18] 2527 38.69 29.19 45.66
RESISTANCE 27.65 44.10 36.01 52.35

Single-step Extension (Efficiency):

Method Adversary Type I-shot >-shot Time(h)
Clean Robust Clean Robust

Multi-step 3752 2414 6275 3612 15.6
. N-FGSM[7] 3361 2127 5972 3453 4.8
R-MAML[38] RS FGSM [40] 3386 2122 59.85 3448 48
GradAlign[1]  34.04 2146 60.50 34.93 3.3
Multi-step 4581  32.61 6460 4759 107
GR [0 N-FGSM [7]  40.13 2817 5944 4471 3.1
RS-FGSM [40] 4149 2635 6057 4324 3.1
GradAlign[1]  40.63 2742  59.15  44.03 59
Multi-step 5028 3371 6879 5052  16.9
N-EGSM [7] 4884 3270 6840 5035 53
RESISTANCE  ps EGSM [40] 4924 3026 67.81 4870 53
GradAlign [1]  49.07 3133 6848 49.19 95
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3 ‘ Experiments & Analyses

Ablations:

Impact of each module

Cross-domain robustness

Co-dist. GAIP Harm. Clean PGD-20 AA

Transfer Method I-shot >-shot 1 | 60.22 46.95 45.84
B < < L R | B 812 31 3
: . : . : . 3 v v 73.17 58.99 55.72

GR [9 44.13 34.67 32.13 60.86 45.17 42.03
M—C TROBA [] 7] 4320 3247 30.81 6244 4624 43.75 4 v v 7146 60.24  56.20
RESISTANCE 48.04 38.65 36.54 64.13 5342 50.26 5 | v v v 74.83 61.61 58.76

AQ [14] 36.08 18.71 14.14 47.66 2531 19.45
M F GR [9] 35.16 2640 2430 4591 3392 30.79
TROBA [17] 34.09 2442 21.65 4551 34.05 31.56

RESISTANCE 3578 27.63 2434 47.88 3749 3545 . et e
Diverse Co-distillation Components

AQ [14] 36.25 11.15 880 56.90 19.10 14.20
C oM GR [9] 36.65 24.60 20.12 5073 33.19 30.17 - 1-shot 5_shot
— TROBA [17] 3748 21.59 1840 5246 2927 2692 Co-distillation Components
RESISTANCE 38.55 25.08 21.65 56.04 39.19 34.96 Clean Robust Clean Robust
similarity & similarity 4950 31.75 69.63 46.33

class concept & class concept 4790  33.04 6737 51.17
similarity & class concept  55.78 41.57 74.83 58.76
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3 ‘ Experiments & Analyses

t-SNE Visualizations Grad-CAM Visualizations:

Similarity Learning

(a) AQ [14] (b) R-MAML [38]

Concept Learning

Similarity-concept
co-distillation

(¢c) GR [9] (d) RESISTANCE
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4 ‘ Conclusion

B Contributions:

® By analyzing the complementary nature of visual similarity and class concept learning
distinguished by their unique label spaces, we propose a novel adversarially robust few-shot
learning framework based on a simple but effective parameter co-distillation mechanism,
improving robustness across diverse attack strengths.

® To promote the uniformity of robustness across learners, we introduce cross-branch class-wise
adversarial perturbations for branch-specific adversary initialization. We also propose a
robustness harmonization module to modulate the optimization of diverse branches.

® Comprehensive experiments demonstrate the effectiveness and generalization ability of
RESISTANCE compared to the state-of-the-art adversarially robust fewshot learning approaches.
In addition, we investigate the scalability of RESISTANCE with the single-step adversary

generation strategies for better efficiency.
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