Improving Adversarial Transferability on Vision Transformers
via Forward Propagation Refinement
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AMD and MTE

Forward Propagation Refinement (FPR)
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E* | EM: Output Token Embedding of Attention / MLP Block at #-th Iteration

‘ ; ET? / E” : Accumulated Token Embedding of Attention / MLP Block at #-th Iteration :
(2) Propose the FPR, consisting of AMD and MTE A : Attention Map A': Diversified Attention Map M : Diversity Matrix (/K/V : Query/Key/Value Component (2) Their complementary effects jointly enhance the adversarial transferability

(1) Refine V1T surrogate models from the forward propagation (1) AMD and MTE improve the transferability from different angles

Main Experiment

Visualization

Compatibility Experiment

Model Attack VIT-B  Cai'T-S PiT-B  Vis-S  Swin-T DeiT-T CoaT-T RN-18 VGG-16 DN-121 EN-b0 MN-v3 RNX-50 Average

MIM [4] 97.2 61.8 404 423 54.9 65.8 44 .4 51.7 57.2 51.3 50.8 51.7 38.2 50.9
PNAPO [38]  99.1 83.2 62.1  65.8 74.7 83.0 64.0 67.4 70.0 67.6 68.5 63.0 56.3 68.8 Mﬂthﬂd VITS CNNS

S ViT-B  TGRI[45]  99.1 8.2 638 699 811 944 704 791 798 753 831 799 600 76.9
E GNS[51] 999 895 681 740 824 936 722 718 767 760  79.1 760 620 713 |
5 FPR 992 925 730 783 885 982 777 813 876 820 903 874 683 84.3 SIA [36] 73.4 69.1
O MIM[4] 685 988 500 549 682 753 548 610 6738 598 610 557 471 60.3
PNAPO[38] 698 832 581 610 703 738  60.1 648  69.7 643 655 617 532 64.4 SIA+FPR 36.6 90.4
CaiT-S  TGR[45] 901 1000 760 813 912 978 806 869 866 843 877 821 69.1 84.5 39
GNS[51] 912 1000 786 822 916 976  8L1 866  87.1 849 896 819 1708 85.3 BSR [32] 69.4 66.9
FPR 938 1000 816 856 950 988 868 874 887 886 906 829 768 88.1 BSR+FPR 84.8 890.9
” MIM[4] 300 361 385 433 510 750 555 695 687 608 645 716 404 54.2
3 PNAPO [38] 305 509 496 549 616 854 650 787 767 722 719 810 508 649 VTM [34] 63.1 57.3
> PIT-T  TGR[45] 379 477 469 541 625 874 651 828 820 755 818 888 537 66.6
- GNS[51]  37.1 441 464 519 594 844 633 799 780 715 763 843 486 63.5 VIM+FPR 34.0 81.7
- FPR 43 561 571 624 695 913 722 887 864 804 876 9.1 603 729 AC
& MIM[4] 860 84 670 695 797 877 653 690 705 701 714 614 582 72.2 GRA [49] 73.6 63.3
o - | | PNAPO[38] 834 877 724 741 822 860 719 749 747 749 761 680 663 76.4 GRA+FPR 86.1 85.3
crane (95.6%) barrel (92.9%) spaghetti squash jigsaw puzzle DeiT-B TGR[45] 924  97.1 812 843 926 979 835 860 852 85.0 899 845 746 87.2
(42.4%) (80.1%) GNS[51] 921 980 805 842 910 980 798 833 807 835 8.7 813 1708 85.4

FPR 94.6 984 838 86.7 95.5 99.5 87.0 89.8 89.2 88.1 93.9 36.8 79.8 90.2
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