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Simplification Is All You Need against
Out-of-Distribution Overconfidence
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Deficiencies of DNN Closed World Assumption
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In the closed world, the test data
has the same distribution as the
training data.
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In the open world, there may exist
test data with a distribution different
from the training data.
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OOD Overconfidence Issue
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Influence of OOD Overconfidence Issue
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Motivation

DNNSs can indeed be regarded as complex systems, often characterized by over-parameterization. This
excessive complexity can cause DNNSs to exhibit emergent behaviors, leading to unpredictable outcomes,

e.g., OOD overconfidence Issue.
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How Complexity Affects Overconfidence?

Capacity - Effectiveness of Knowledge Distillation

Table 1. Comparison of MMC and OOD detection performance
for student models (ResNet-18) distilled from a teacher model
(ResNet-50) using different knowledge distillation methods on CI-
FAR datasets. Results are averaged across multiple OOD datasets.

ID

CIFAR-10

CIFAR-100

Method MMC| FPR95] AUROCT

MMC| FPR95| AUROCT

Teacher 79.58 54.23 91.78 72.12 83.67 74.73
KD [22] 76.81 49 81 92.42 62.69 79.77 76.31
FitNet [37] | 79.46 50.58 92.26 60.60 71.53 T7.78
AT [64] 77.90 48.09 92.69 64.11 82.14 75.51
SP [48] 78.81 50.52 02.22 58.75 77.12 80.01




How Complexity Affects Overconfidence?

Capacity - Analysis of Student Networks with Varying Capacities
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How Complexity Affects Overconfidence?

Nonlinearity - Analysis of Different Removal Proportions

Table 2. Comparison of MMC and OOD detection performance
for different ReLLU removal proportions using ResNet-101 as the
classifier. Results are averaged across multiple OOD datasets.

D CIFAR-10 CIFAR-100

Ratio | MMC| FPR95] AUROCT | MMC| FPR95] AUROCT
0% | 83.46  51.92 92.53 73.84  84.41 73.03
1% | 84.46  57.58 90.48 69.14  82.43 76.22
2% | 7718  43.00 93.69 7226  83.07 75.25
3% | 7791  46.93 93.06 69.37  78.74 78.12
5% | 83.07  56.53 90.71 68.71  78.57 79.43
10% | 79.60  50.06 92.25 7124  80.94 77.70
20% | 80.78  50.31 92.30 73.54 8273 74.81
50% | 79.22  48.34 92.73 7040  82.22 75.40




How Complexity Affects Overconfidence?

Nonlinearity
Analysis of Different Removal Locations Impact of ReLU Removal Initiation Points
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[llustration of Our Model Simplification Pipeline
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Given a complex teacher model with high capacity and nonlinearity, we use knowledge distillation to transfer
Information to a low-capacity student model. During distillation, ReLU operations are selectively replaced with
Leaky RelLU, and the negative slope is iteratively adjusted from 0 to 1, ultimately transforming ReLU into an
Identity function. 11



Results of Mitigating OOD Overconfidence

ID: CIFAR-10 ID: CIFAR-100
Model Method - Average - Average
SVHN LSUN-R iSUN Textures TINR SVHN LSUN-R iSUN Textures TINR
— 75.34  79.64 79.86 8153 81.53 79.58 (7250 72.07 7220 7274 71.11 7212
CEDA 74.73 7091 72.02 7337 78.64 7393 [5564 5477 5625 6285 5542 56.99
ACET 7429 6735 67.72 7037 69.87 69.92 [63.68 6249 62.19 6444 61.15 62.79
% CCUs 69.56 63.51 63.10 68.64 68.92 66.75 [57.33 5230 5471 61.25 5489 56.09
% Ours (ResNet-18) 78.24 7329 7437 7951 7698 7648 [54.75 43.65 42.27 61.40 39.69 48.35
~ Ours (WRN-16) 63.65 6632 6849 77.09 70.18 69.15 [43.06 51.76 5199 57.96 52.37 51.43
CEDA + Ours (WRN-16)| 61.31 67.40 69.64 70.09 7354 68.40 |47.84 5940 60.69 59.24 60.00 57.43
ACET + Ours (WRN-16) | 67.44 6128 6236 70.05 6548 6532 (5254 5945 6159 60.82 60.48 58.98
CCUs + Ours (WRN-16) | 6597 58.81 61.32 64.84 6596 63.38 |50.88 49.04 51.85 5840 51.82 5240
— 83.44 82.13 83.02 84.56 84.17 8346 |6525 7721 78.03 7338 75.32 73.84
CEDA 70.07 6826 6842 7442 7402 71.04 |58.82 58.18 59.00 66.23 5847 60.14
_ ACET 75.82  53.69 55.00 64.50 5998 61.80 [63.62 59.57 5844 60.34 58.01 60.00
E. CCUs 73.56 65.72 6498 6694 69.83 68.21 | 5845 5453 5652 59.80 56.32 57.12
% Ours (ResNet-34) 75.22 7481 7594 82.08 78.86 77.38 [63.62 5842 60.13 66.69 59.80 61.75
E Ours (WRN-28) 71.21 7473 76.03 81.80 77.89 76.33 [55.69 47.84 51.20 63.69 54.09 54.50
CEDA + Ours (WRN-28)| 67.15 68.21 7059 76.77 73.83 7131 |56.51 65.12 66.59 6251 66.77 63.50
ACET + Ours (WRN-28)| 59.33 52.70 53.07 6695 58.05 58.02 |56.10 6248 6394 5834 6386 60.95
CCUs + Ours (WRN-28) | 67.79 61.74 6420 6595 68.80 65.70 [53.71 5096 53.58 57.86 5452 54.13
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Results of Mitigating OOD Overconfidence

(a) Baseline: ResNet-50 ACET CEDA CCUs Ours (ResNet-18)
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Histograms (logarithmic scale) of MMC values for (a, b) ResNet-50 and (c, d) ResNet-101, w/ and w/o applying
mitigation techniques: ACET, CEDA, CCUs, and Ours. All models are trained on CIFAR-100 and evaluated on OOD
datasets: (a, ¢) LSUN-R and (b, d) TinylmageNet-R. In our approach, ResNet-18 and WRN-28 serve as students for
ResNet-50 and ResNet-101, respectively. 1



Results of Enhancing OOD Detection

00D
ID |Model Method SVHN LSUN-R iISUN Textures TINR Average

FPRO5| AUROCT FPR95] AUROC] FPR95] AUROCT FPR95] AUROCT FPR95] AUROCT FPR95| AUROCT
MSP 4375 9419 5432 9196 5546 9166 5901 9031 5861 9080 5423 9178
MSP + Ours (ResNet-18) | 51.82 9327 4193 9389 4486 9327 5564 90.57 5018 9197 4889 92.59
MSP + Ours (WRN-16) 2818 9612 3574 9501 3978 9434 5700 8979 4235 9375 40.61  93.80
MaxLogit 2207 9631 3203 9405 3405 9453 4633 9139 4496 9257 3607 93.95
MaxLogit + Ours (ResNet-18) | 3025 9494 2506 9534 2791 9473 4450 O9L71 3675 9273 3280 93.89
_| _ | MaxLogit+Ours (WRN-16) | 1761 9696 1854 9692 2169 9639 4770 8958 27.81 9555 2667 95.08
= =7 Energy 2035 9640 2979 95.11 3280 9467 4541 9144 4376 9264 3442  94.05
E 2 | Energy+OursResNet-18) | 2853 9507 23.99 9543 2655 9483 4413 8970 3592 9279 3182 9356
5 2 Energy + Ours (WRN-16) | 18.80 96.88 18.07 97.02 2091 9650 4789 8954 27.63 9561 2666 95.11
ReAct 3766 9110 1624 9664 19.65 9584 4672 8629 3079 9346 3021 92.67
ReAct + Ours (ResNet-18) | 31.59 9462 2387 9551 2678 9486 43.60 90.19 3587 9292 3234 93.62
ReAct+ Ours (WRN-16) | 19.07 9684 1790 97.03 2066 9651 4745 89.84 2724 9568 2646 95.18
FeatureNorm 925 9797 7734 8207 7029 8396 4897 84.16 6771 8449 5471  86.53
FeatureNorm + Ours (ResNet-18)| 273 9935 2434 9575 2104 9628 2282 9489 2952 9436  20.09 96.13
FeatureNorm + Ours (WRN-16) | 337 9926 22.03 9643 2154 9647 5367 7885 2935 9450 2599  93.10
MSP 7630 8114 8667 69.76 88.11 69.06 8560 73.73 8527 7147 844l 73.03
MSP + Ours (ResNet-34) | 7748 7892 7274 83.09 7483 8214 8250 77.26 7452 8220 7641 80.72
MSP + Ours (WRN-28) 7487 8139 6257 8571 6694 8393 8328 7633 6944 8170 7142 8181
MaxLogit 68.05 8677 8284 7434 84904 7340 8725 7481 8192 7505 81.00 7687
MaxLogit + Ours (ResNet-34) | 71.60 8347 6374 8726 6569 8654 8L74 7846 6688 8644 6995 84.43
_| _ | MaxLogit+Ours(WRN-28) | 7384 8261 5430 8911 6029 8726 8362 7706 6412 8498 6723  84.20
S| 2 Encray 6838 8694 8238 7464 8421 7367 88303 74062 8140 7525 8088 77.02
2| B | Energy+Ours(ResNet-34) | 6920 8414 5883 8805 6110 8737 8L68 7851 6289 8718 6674 85.05
=3 Energy + Ours (WRN-28) | 74.17 8261 4860 90.07 5505 8812 8410 7701 6041 8571 6447 8470
ReAct 6568 8814 8644 6018 8697 6909 83.44 8013 8380 71590 8127 7563
ReAct + Ours (ResNet-34) | 60.26 8830 57.94 8649 5811 8652 63.07 8578 60.03 8569 5988  86.56
ReAct + Ours (WRN-28) | 71.89 8673 47.34 8920 53.66 8746 8057 8148 5897 8466 6249 8591
FeatureNorm 31.88 9459 9954 3411 99.10 3902 53.42 8232 9822 4232 7643 5847
FeatureNorm + Ours (ResNet-34)| 4147 9047 9246 7149 9141 7289 6518 8033 89.99 69.00 76.10 76.84
FeatureNorm + Ours (WRN-28) | 54.17  89.08 80.86 79.52 80.69 7991 7149 7437 7800 8074 73.04 80.72
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Results of Enhancing OOD Detection

00D

Model Method SUN Places Textures Openlmage-O Average

FPR95| AUROCT FPR95| AUROCT FPR95| AUROCT FPR95| AUROCT FPR95| AUROCT

MSP 65.76 82.24 69.53 81.14 67.82 79.36 64.92 84.47 67.01 81.80

MSP + Ours (DenseNet-161) 66.31 81.72 68.61 81.32 66.97 79.55 62.12 85.10 66.00 81.92

— MaxLogit 55.44 86.06 61.89 83.99 58.48 83.45 59.64 86.94 58.86 85.11

ﬁl MaxLogit + Ours (DenseNet-161) 55.33 87.67 59.95 86.26 55.80 85.84 60.03 88.60 57.78 87.09

% Energy 52.87 86.04 60.46 83.71 56.13 83.35 59.87 86.65 57.33 84.94

Q Energy + Ours (DenseNet-161) 50.88 88.25 56.90 86.60 52.25 86.45 58.76 88.60 54.70 87.48

E ReAct 46.00 90.81 57.46 86.11 55.14 84.19 69.32 74.43 56.98 83.89

ReAct + Ours (DenseNet-161) 49.21 88.55 55.02 86.94 50.99 86.75 57.61 88.64 53.21 87.72

FeatureNorm 43.06 90.05 55.71 85.42 50.46 79.90 79.97 67.22 57.30 80.65

FeatureNorm + Ours (DenseNet-161) | 36.52 91.79 49.24 87.50 56.73 78.29 82.20 65.49 56.17 80.77

MSP 66.93 82.44 70.48 81.35 65.14 80.91 59.87 86.13 65.61 82.71

MSP + Ours (WRN-50) 67.75 82.80 69.07 81.81 66.38 80.96 60.91 86.78 66.03 83.09

MaxLogit 63.25 84.75 68.40 82.69 57.39 84.38 55.84 88.43 61.22 85.06

= MaxLogit + Ours (WRN-50) 61.92 86.18 64.34 84.40 56.74 85.60 55.69 89.25 59.67 86.36

g Energy 65.06 84.46 70.32 82.27 57.11 84.37 58.04 88.02 62.63 84.78

4 Energy + Ours (WRN-50) 63.18 85.96 66.06 84.00 55.90 85.68 57.87 88.77 60.75 86.10

= ReAct 52.22 88.11 58.76 85.47 57.09 84.99 49.63 87.82 54.43 86.60

ReAct + Ours (WRN-50) 37.02 92.24 48.54 88.70 50.90 87.36 54.49 85.92 47.74 88.56

FeatureNorm 70.07 78.89 78.61 73.23 20.98 94.79 75.09 74.81 61.19 80.43

FeatureNorm + Ours (WRN-50) 60.22 83.67 74.01 75.96 17.71 96.09 69.94 78.90 55.47 83.66
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Importance of Knowledge Distillation and ReLU Removal

Table 6. Comparison of MMC and OOD detection performance
for ResNet-50 enhanced by Ours (ResNet-18) and its variants
w/o knowledge distillation (KD) and ReLLU removal (RR), using
CIFAR-10 as the ID dataset, and SVHN, LSUN-R, 1SUN, Tex-
tures, and TINR as the OOD datasets. Results are averaged.

KD RR MMC| FPR95| AUROCT
79.58 54.23 91.78
v 76.81 49.81 92.42
v 78.46 50.50 91.76
v v 76.48 48.89 92.59
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Knowledge Distillation vs. Network Pruning
for Capacity Reduction

Table 7. Comparison of MMC and OOD detection performance
for ResNet-50 and ResNet-101 reduced to comparable parameter
counts via KD [22] and Prune [14]. CIFAR-10 serves as the ID
dataset, with SVHN, LSUN-R, iSUN, Textures, and TINR as OOD
datasets. Results are averaged across all five OOD datasets

Model Capacity Reduction | MMC/| FPR95| AUROCT
— 79.58 54.23 91.78
ResNet-50 Prune 77.34 52.55 92.27
KD (ResNet-18) 76.81 49.81 92.42
— 83.46 51.92 02.53
ResNet-101 Prune 78.20 50.92 91.61
KD (WRN-28) 77.01 41.09 92.56

17
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