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Federated Learning

Learn a machine learning model using data stored locally
across wireless users.

server
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Fine-tuning of Pretrained Models

= @Gained attention for various downstream tasks
= Recent works extend fine-tuning in federated learning

Limitations

" Prohibitive computational infrastructure and bandwidth
= Users with low-resources abort from the protocol
= Causes bias in the global model
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Parameter-Efficient Fine-tuning (PEFT)

= Pretrained model is kept frozen
=  Only a small number of lightweight modules are trained
= Marked reduction in resource consumption and training latency

Server Aggregation
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Vision Transformer (ViT) with Adapters
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A ViT encoder consists of
LayerNorm, MSA and MLP
layers [Dosovitskiy et al.’21]

An adapter module is inserted
after each MSA/MLP layer

Each adapter consists of down-
projection and up-projection
layers with ReLU in-between
[Houlsby et al.19]

Down-projection projects the
input dimension, D to a lower
dimension r«<D
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Gradient Inversion Attacks

= Can recover training samples from the shared gradients
= Attack on full fine-tuning [Feng and Tramer, "24]

= Malicious pretrained model
= Leverages MLP layer gradients to recover data
= Attack under PEFT remains underexplored

= No access to MLP layer gradients
= Can only access adapter gradients (limited information)
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This Work (PEFTLeak)

First gradient inversion attack on PEFT

Maliciously designed pretrained model and adapter
modules

Design MSA, MLP, LayerNorm layers as identity mapping
Captures data inside the adapter gradients
Leverage gradients from multiple adapters to recover data
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This Work (PEFTLeak)

= Consider an adversarial server
= Modify the pretrained model
= Modify the global adapter parameters
= Send the pretrained model once prior to training
= Send global adapters in each training round
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This Work (PEFTLeak)

= Let us assume M images in the batch
= Each image is divided into N patches

(N=4 patches)

[ Flattening of patches ]

x(™™) € RP for patchn € N,imagem € M

Linear Projection and position encoding

y(n,m)= EX(n,m) +E(n) — X(n'm) + E(n) € RP

RHEEEEEINE
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This Work (PEFTLeak)

= Let us assume M images in the batch
= Each image is divided into N patches

(N=4 patches)

[ Flattening of patches ]

x(™™) € RP for patchn € N,imagem € M

E = 0.5Ipxp, Eges~ N(0,0)
with ¢ = 10

Linear Projection and position encoding I%:>

y(n,m)= EX(n,m) +E(n) — X(n'm) + E(n) € RP

| =1=] =] =] s] D)3
Vs

Class token y (O™ 10
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This Work (PEFTLeak)

= Let us assume M images in the batch
= Each image is divided into N patches

(N=4 patches)

[ Flattening of patches ]

(nm) D :

X € R" for patchn € N,imagem € M
t t t

1) (Epos)” Epos™> (Eyos)” Epo for

n+t
Linear Projection and position encoding I%:> 2) std(y™™)~ o

3) mean(y™™)~ 0

y(n,m)= EX(n,m) +E(n) — X(n'm) + E(n) € RP

| =1=] =] =] s] D)3
Vs

Class token y (O™ 11
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This Work (PEFTLeak)

= Let us assume M images in the batch
= Each image is divided into N patches

(N=4 patches)

Makes self-attention an
identity mapping

[ Flattening of patches ] ﬂ

(nm) D :
X € R" for patchn € N,imagem € M
t t t
D) (Epos)” Epos™> (Epos)” Epoy fo
Linear Projection and position encoding @m)z e
3) mean(y™™)~ 0
y ()= Ex(”'m)+Eg;)s = xf,?g;l)+ Eg;)s e RP
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This Work (PEFTLeak)

Input: y™™ € RP

LEEEIEENE P

[ LayerNorm (identity) ]

Output: Y™™ € RP

LEEEEEE P
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This Work (PEFTLeak)

lnput: y™™ € RP

HEEEEENE

weight w; y=01p, biasb; y=0
y(n.m)—O @ o~ y(n,m)

[ LayerNorm (identity) :) Output:

a

Output: Y™™ € R
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This Work (PEFTLeak)

Input: y™®™ € RP

= =] =] =] 5] 2] 3]

[ MSA (identity) ]

Output: y™™ € RP

HEEEILTEITN T
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This Work (PEFTLeak)

Input: y™®™ € RP

HEEEILTEIN T

= Consists of L heads
. : h _ ywh — wh —
[ MSA (identity) ]I:>l weight Wq = Wi = Wy =1, xp,
= bias b’é = bl = b = 0forhead h € [L]
= Define (y™™), = y®@™[hD,:(h +1)D;]
. ynm) D h h h
Output: y €R = Define query, key, value as Qh, K vh
= Q" =K"=V"=[(yO™),.. [(y"™),]

HEEEEEIT

D, =D/L
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This Work (PEFTLeak)

Input: y™®™ € RP

HEE R E

= A" = softmax((QMTK"/D,)
[ MSA (identity) ]I::> = Ivsxv+1)

=  Qutput projection matrix, W =]
Output: y(n,m) € RP put proj MSA DD

= OQutput: [AT(WHT... AL (V)1 W54
- [y(O,m). - y(N,m)]T

=] =] =] =] ] 2] 2]
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This Work (PEFTLeak)

Input: y™®™ € RP

I:l - I !I =I ZI:l ﬁ I (E,f,?s)T Egi,)s>> (Ez(,?S)T E;(;(l))s forn #t

= A" = softmax((QMTK" /D))
= Ivsnyxv+1)

[ MSA (identity) ]I:f}

Output: y™™ € RP

=  Qutput projection matrix, Wys4 = Ipxp

= OQutput: [AT(WHT... AL (V)1 W54
- [y(O,m). - y(N,m)]T

HEEEEENE
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This Work (PEFTLeak)

Input: y™™ € RP

[

Adapterl

(Gradients accessible to

the attacker)

\
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This Work (PEFTLeak)

Input: y(»™ € RP

HEEEEEEE

-

Adapterl
(Gradients accessible to
the attacker)

~

=

= Target patches from positiont = 1
= |Leverage a public dataset [Fowl et al.’22]

= Estimate distribution of (EI(,?S)T Xg':;,)

20
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This Work (PEFTLeak)

Input: y™™ € RP

HEEEILTEIT P

(—-Iﬁ-l Adapterl (targett’s intervaa = Target patches from position t = 1
z Aeell), = Leverage a public dataset [Fowl et al.”22]
g . . . . () \T (tm)
3 Estimate distribution of (E;,;¢)" X;5,
3 = Estimatecj, ¢j4q St
e () \T (tm)
\ - Patch statistics j Cj< (EpOS) Xmap < Cj+1
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This Work (PEFTLeak)

=] =]=] @ ] D]

Adapterl (targets intervaa Down-projection:
aandb) * For neuron j,

3:> » set weight vector, w; to E;O)S

. t t
= set bias, bj to -(EI(,O)S)T E,(,o)s

Probability density |
|

[

Patch statistics / -

Neuron j’s output (EI(,O)S)T x,(,i';;l,)- ¢;j>0
= Neuron j +1’s output <0 (blocked by

RelLU)
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This Work (PEFTLeak)

Input: y™»™ € RP

=] =]=] & 5] 2Je|2]

Adapterl (targets intervaa

¥

Probability density

/

Patch statistics

aandb)

L;=Loss function

=

Recover from
pair of neurons’
~  gradients j

Down-projection:

0L; 0L; d0L; 0L; (t,m)
| | - = )

= Recover x(t™=ET (y(Em). E(to)s
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This Work (PEFTLeak)

Input: y™™ € RP

[==]=] = =] njej)

Adapterl (targets intervaa

- I i l aandb) Down-projection:
3 aL; oL; «,0L; 0L
2 = Recover : Ll y=y(tm)
: — (aw, awj+1)/(abj ab,-+1) y
E R_ecover from ’ = Recover x( m)=E+(y(t,m)_ EI(;;)S)
g pair of neurons . ..
£ | Up-projection

~  gradients /

[

Patch statistics

= set all weights, biases to 0 (except first
neuron)
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This Work (PEFTLeak)

Input: y™™ € RP

H'I!I""I “[ s i)

Adapterl (targets intervaa

g

aand b) Down-projection:
: aL;  oL; aL; AL;
5 = Recover L L_ L = y(tm)
E‘ :ﬂ (awj 6w1+1)/(6b 6b1+1
3 Recover from = Recover ("M =E T (y&m). E(t)
S pair of neurons’ 0 -
\ - Patch statisti - gradients ) p-projec |o-n _ .
— = set all weights, biases to 0 (except first
neuron)

Output: y»™ € RP (through residual)

HEEEIEEINE
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This Work (PEFTLeak)

Input: y™™ € RP

] =]=] ] 8] 2]y

" i
“ ~/
L | Adapter1 (targets intervals Df)er-
s aand b) Up-p projection
l% ‘ = Re @ ly(t:m)
= / :> Non-
3 Recover from = R i _
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This Work (PEFTLeak)

Input: y(™»™ € RP

=] =] =] =] m] 2|] 3]

[ MLP (identity) ]

Output: y(»™ € RP

=] =] =] %] 6] D]e||
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This Work (PEFTLeak)

Input: y»™ € RP
CEEEEETE

= Two linear layers MLP,1 and MLP,2 with GELU in-
between

MLP (identit ] = Define element in row p and column q of matrix
[ denty =1 WasWip,q
lifp=gq 4
" Wypilpal = { . byp1=10%1,p
Output: y™™ € R? 0 otherwise
lifp=gq

= W ,q] = ,b =—10%1
MLP,Z[p ql { 0 otherwise ’ MLP.2 D

HEEEET ET
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This Work (PEFTLeak)

Input: y™™ € RP

| =] =] @] m)] de]F]

. . Output:
[ MLP (|dentlty) ]=> WMLP,Z(GELU(WMLP,ly(n'm) + bMLP,l) + bMLP,Z

— (”ﬂ”l) f()r rl E ”
—_— !’ { ) e N}
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This Work (PEFTLeak)

Input: y™™ € RP

JE EEI B Pl

Adapter2 (targets intervah

:

2 cand d)
2
@
=]
ey
5 Recover from
m
g “pair of neurons’
n- .
\ - Patch statistics i gradlents j

Output: y™™ € RP (through residual)
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Experimental Setup

Image classification task

Pretrained model: ViT architecture

A batch of 32 images

Embedding dimension D = 768

Bottleneck dimension r = 64

Patch size (16, 16)

Datasets: CIFAR-10, CIFAR-100 (4 patches)
TinylmageNet (16 patches)
ImageNet (196 patches)
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Reconstruction Quality (CIFAR-100)

Recovered

32
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Reconstruction Quality (CIFAR-100)

85.9% of the
patches are
recovered

Recovered
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Reconstruction Quality (CIFAR-10)
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Reconstruction Quality (TinylmageNet)

Ground-truth

81% of the
patches are
recovered

Recovered
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Ablation Study (CIFAR-100)

Varying bottleneck

Varving batch size Varying # layers . .
ying ying y dimension, r
\‘_*\ < 90 < 90
= 75 5 75
3 o
g 60 % 60
§45 G 45
% 30 30
[ ] [ 1]
S 15 S 15
] T
e 0o a 0
16 32 48 64 96 128 1 5 10 15 20 8 16 32 48 64
Batch size # Adapter layers r
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Ablation Study (CIFAR-100)

Varying bottleneck

Varying batch size Varying # layers dimension, 7

‘\"_\‘ § 20 §
s /5 o

Q Q
i |
g 60 g
S 45 S
o 20 & Does a small r
n n .
2. 2 ensure privacy?
¥} v L
) [
g 0 a

16 32 48 64 96 128 15 10 15 20

Batch size # Adapter layers r
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Ablation Study (CIFAR-100)

= Targets different intervals at different training rounds
= Recovers all patches over multiple rounds (r = 8)

Round 1 Round 2 Round 4 Round 5

S B
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Conclusions

= We discover the privacy risks associated with PEFT-based
FL.

= We demonstrate how fine-tuning data can be recovered by
malicious tampering with the pretrained model and
adapters

= QOur work demonstrates the critical need of developing
privacy-aware PEFT framework
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Thank you

Hasin Us Sami
hsamiO03@ucr.edu
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