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Problem Statement
● Federated Learning (FL) facilitates clients to collaborate on training 

a shared machine learning model without exposing individual 
private data.

● Requires auditability and verifiability to ensure local data 
integrity and trustworthy client updates.

● Existing FL frameworks rely on a server for client selection and 
aggregation, creating a single point of failure and privacy risks.

Proposed Solution: FAVD (Figure 1)
● Federated auditable and verifiable data valuation (FAVD) ensures 

auditability and verifiability of client contributions without a central 
authority.

● Utilizes local data density functions to construct a global density 
function for transparent and effective data valuation before training.

● Gaussian noise is added to shared density functions to mitigate 
privacy risks.

Figure 1. Overview of the FAVD-integrated FL system, with client-side and server-side execution. 
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Table 1. Global test accuracy (AG%) ↑ without data poisoning 
in uniform and non-IID FL settings, with and without FAVD 
data valuation. "No Val" refers to FL without data valuation.

Key Contributions
● Privacy-preserving data valuation independent of any predefined 

training algorithm.
● Ensures benign updates even in the presence of malicious data.
● Theoretical analysis on convergence, auditability, verifiability, and 

resilience against data poisoning threats.
● Improves fairness by distinguishing high-impact contributions from 

low-quality data.
● Comprehensive evaluation on five benchmark datasets with 

various models: Covid-chestxray (ResNet50), Camelyon17 
(DenseNet121), HAM10000 (FL-FixCaps), CIFAR10 (ResNet18), 
CIFAR100 (ResNet50).

● Introduces novel metrics for auditable data valuation
○ Malicious Sample Detection Rate (MSDR)
○ Benign Misclassification Rate (BMR)
○ Client Contribution Consistency (CCC) Score

Figure 2. FAVD auditable data valuation process 

Result Discussion
● Higher accuracy in no-threat: FAVD improves accuracy by 2-3% 

(uniform) and 3-4% (non-IID) by discarding misaligned data.
● Resilient to poisoning attacks: Limits accuracy drop to 3-7% 

(uniform) and 8-10% (in highly non-IID settings).
● Superior data valuation: Achieves highest MSDR (0.90) and 

BMR (0.86), surpassing other methods.
● Better client contribution consistency (CCC): Maintains high 

CCC (~1), ensuring verifiable contributions even under threats.
Limitations and Future Work
● Benign data exploitation: Enhance feature alignment, explore 

encryption & secure multi party computation protocols.
● Adaptive attack evasion: Add behavioral analysis & temporal 

consistency checks.
Summary and Conclusion
FAVD enhances auditability, verifiability, and privacy in FL by 
leveraging local and global density functions for precise data 
valuation. Extensive evaluations show superior performance over 
state-of-the-art methods across diverse datasets.
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