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Challenges
• Real-world 3D applications mainly focus on tackling more complicated 3D 

scene cases, which contain hundreds of individual objects with distinct 
spatial relationships. However, existing 3D attackers solely perturb a single 
object to fool the classifier without considering any geometry-aware spatial 
relationship. Directly perturbing the whole 3D scene following them would 
destroy the spatial relations across different objects and the topological 
structures of the entire scene. In real-world applications, existing LVLM 
attackers generally rely on the detailed prior knowledge of the model to 
generate effective perturbations. Moreover, these attacks are task-specific, 
leading to significant costs for designing perturbation.
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Challenges
• Existing 3D attacks are realized with access to the model’s gradient or 

its output confidence. However, practical 3D applications share no 
knowledge of weight parameters, hyper-parameters, the training 
procedure, the original training data, etc., to users. Their only feedback 
is the predicted result of a given input. Therefore, how to 
craft/optimize perturbations in 3D scenes that enable the wrong 
prediction by only querying the 3D models would be a severe security 
problem.
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Motivation
• Firstly, previous 3D attackers generally add noise to coordinates on 

point clouds globally, which is not suitable for the scene attack as they 
would destroy complex geometric structures. Therefore, we propose to 
design and add imperceptible local noisy patterns into the scene case 
to make them natural to human eyes. 
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Motivation
• Secondly, previous 3D attackers generally optimize perturbations for 

each sample individually, requiring substantial resources and time. 
Therefore, it is demanded to design an effective and robust noisy 
pattern that is universally adversarial to any sample. Whenever the 
universal pattern is injected into any input sample, the model will 
mispredict it to a wrong label.
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Motivation
• Thirdly, without resorting to model details, we propose a gradient 

estimation strategy to guide the optimization of the noisy pattern. 
Existing strategies simply follow the Monte Carlo estimation to 
approximate the direction of gradients, which equally treats a set of 
random noise for estimation. However, since not all noises point 
towards the accurate optimization direction, we need to assign weights 
to them so as to adaptively adjust gradient directions for effective 
estimation.
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Pipeline
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Quantitative Results
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Robust to Defenses
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Efficiency
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Ablation Study
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Qualitative Results
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Thanks!
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