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Problem

In-distribution Accuracy v/s OOD Generalization v/s Adversarial Robustness

Three-Way Trade-off in VLM Fine-tuning

Fine-tuning Vision-Language-Models (VLMs) 

improves downstream accuracy but often exposes 

a persistent three-way trade-off among in-

distribution accuracy v/s OOD generalization v/s 

adversarial robustness.
Figure 1: The VLM robustness three-way 

tradeoff. Existing robust fine-tuning strategies 

resolve at most two of {ID, OOD, adversarial} 

robustness simultaneously, leaving a gap in 

generalized robustness. GRACE is designed to 

close this gap.

Tian et al. Trainable Projected Gradient Method for Robust Fine-tuning. CVPR 2023

Mao et al. Understanding Zero-shot Adversarial Robustness for Large-Scale Models. ICLR 2023



Key Objectives

Understand why this trade-off arises in prior approaches and how to 

mitigate it.

Develop a fine-tuning framework that improves ID accuracy, and 

adversarial robustness while preserving OOD generalization.

Objective 1

Objective 2



Theoretical Analysis

Sharp Minima 

in the Loss 

Landscape

PAC-Bayesian Framework for Multi-Domain Robustness

Problem Setup Theorem 1: Robust PAC-Bayes Bound

Neyshabur et al. A Pac-Bayesian Approach to Spectrally-Normalized Margin Bounds for Neural Networks. ICLR 2018
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Figure 2: Visual illustration of the predicted 

geometric failure modes resulting in the 

three-way trade-off.



Analyzing Prior Robust Finetuning Approaches

Table 1: Analysis of prior robust fine-tuning 

approaches based on their optimization objectives. 

Methods addressing each term explicitly

through their loss function or training procedure are 

marked (✓), those with implicit or partial coverage 

are marked (∼), and those without explicit 

optimization are marked (✗).

Prior Robust 

Fine-tuning 

Approaches

S1

OOD-

Generalization 

Focused 

Approaches

S2

Adversarial 

Fine-tuning 

Approaches



GRACE: Gram-aligned Robustness via Adaptive Curvature 
Estimation

LoRA Finetuning

Objective 1: Maintain Proximity to Pretrained Model

Figure 5: Schematics of the low-rank weight updates 

and adversarial weight perturbations.



GRACE: Gram-aligned Robustness via Adaptive Curvature 
Estimation

Objective 2: Flatten Weight Loss Landscape

Layer-wise Adaptive Low-Rank Adversarial Weight Perturbation (LAR-AWP)

Flatten Weight Loss Landscape

Figure 6: (a) Rank curriculum for the adversarial weight perturbations. (b) Layerwise curvature 

anisotropy in CLIP models.

(b)(a)



GRACE: Gram-aligned Robustness via Adaptive Curvature 
Estimation

Objective 3: Reduce Feature Distortion due to Distribution Shifts

Gram-Volume Feature Alignment

Figure 7: Gram-Volume feature alignment to encourage 

feature alignment across distribution shifts.



GRACE: Gram-aligned Robustness via Adaptive Curvature 
Estimation

Layer-wise Adaptive Low-

Rank Adversarial Weight 

Perturbation (LAR-AWP)

LoRA Finetuning Gram-Volume Feature 

Alignment

Maintain Proximity to 

Pretrained Model
Flatten Weight Loss Landscape Reduce Feature Distortion



Overall Training Algorithm



Datasets

In-

Distribution 

Dataset

OOD 

Datasets

Natural 

Adversarial 

Datasets

Zero-Shot 

Datasets

ImageNet ImageNet-v2, 

ImageNet-R, 

ImageNet-S

ImageNet-A, 

ImageNet-A-Plus

CalTech101, Cars, 

DTD, EuroSAT, 

FGVC, Flowers, 

Oxford Pets, STL-10

Table 4: Datasets used to test OOD 

and adversarial robustness.



Results: OOD and Natural Adversarial Datasets

Table 5: OOD and Natural Adversarial evaluation on 

ImageNet and its variants. (ViT-B/32)



Results: Zero-Shot Datasets

Table 6: Clean and Adversarial evaluation on zero-shot datasets. (ViT-B/32)



Results: Unified Summary

Table 7: Unified results across zero-

shot and fine-tuned settings (ViT-B/32)



Ablation Study and Computation Analysis

Figure 8: Pareto curve for GRACE. 

(ViT-B/32)

Table 8: Ablation study testing the 

impact of various components on the 

overall GRACE framework. (ViT-B/32)



Conclusion

Study the three-way tradeoff between: 

ID Accuracy v/s OOD Accuracy v/s Adversarial Robustness

Theoretically analyze the reason behind this trade-off.

Propose GRACE to effectively resolve the trade-off.


