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VEAttack

Most LVLMs, such as LLaVA, Yi-VL, are 

built by pairing a shared vision backbone 

(e.g. CLIP) with different LLMs, which 

makes the vision encoder a common 

component across diverse LVLMs.

The vision encoder typically 

contains significantly fewer 

parameters than LLM modules, 

thereby boosting efficiency.

Perturbations crafted to disrupt 

the vision encoder could be 

more generalizable across 

LVLM tasks.



We show significant token redundancy in 

performance impact. 

Preserving higher attention maintains 

better performance than random one.

A few specific tokens dominate the attack. 

The generated adversarial example can 

hardly generalize to tasks that focus on 

different visual attributes.

The furthest prototype achieves the best 

attack effect by generating more general 

guidance.

With lower attack iterations and perturbations, 

it is difficult for existing gray-box attacks to 

attack LVLMs in different tasks.
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Thank you for your listening!
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