THE UNIVERSITY OF
CVPR /% DENVER Piey Ul

BERE AR
City University of Hong Kong

PA-Attack: Guiding Gray-Box Attacks on LVLM Vision Encoders
with Prototypes and Attention

Hefei Mei!, Zirui Wang!, Chang Xu?, Jianyuan Guo'!, Minjing Dong!”
ICity University of Hong Kong  2The University of Sydney

{hefeimei2-c, zrwang23-c} @my.cityu.edu.hk
c.xu@sydney.edu.au, {jlanyguo, minjdong} @cityu.edu.hk



VEAttack

I 4 N[ -
| 9 : Black-box i ®® ([1.Ma Vision encoder Attack (VEAfttack)
| 3 : Frozen Parameters | P -
I-------------------- zﬂzs LLM * : g . * IIIIIIII l-
| Vicuna ] :@E < ~ :
CLIP ¢‘i rCaption g:: 8 Zy max L (fv (‘U + 1‘5‘))
vision ' |—p — 2 LES
- d L
encoder Task < 5 — - 41
s | | VQA | Zy |
o 93.9 95.4
P & 968 968 g KEE‘: k965 % [ o g :ggttt}ack
_ c [ FOA-Attack
‘:] ] L"JGTaY-bDX & [ FOA-Attack 2
APGD LVLMs UnTarget é § 48.5 49.4 48.5
E = 38.4 38.1
(g [+ i P a 301
VEAttack Vision 1. Ms Efficiency E 5 £3
Encoder Generalizability 2 o 136 A . o
BB Rl i Imperceptible | . | . ﬁ'ﬁ COCO --> VQAV2VQAV2 --> COCO VQAV2 (LLaVA) COCO (OF)-->
OA-Attack LVLMs coco Flickr30k TextVOA (LLaVA) (LLAVA) --> COCO (OF) VQAv2 (LLaVvA)
E (a) Time consumption of VEAttack, APGD and FOA-Attack. (b) Performance degradation ratio after VEAttack, APGD and FOA-Attack.
Most LVLMSs, such as LLaVA, Yi-VL, are . , , ,
built by pairing a shared vision backbone The vision encoder typically Perturbations crafted to disrupt
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T T s e i S ) (T parameters than LLM modules, more generalizable across
: thereby boosting efficiency. LVLM tasks.
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Score Reduction Rate

With lower attack iterations and perturbations,
it 1s difficult for existing gray-box attacks to
attack LVLMs in different tasks.
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(b) Attack with direction samples

(a) Attack performance with task transfer

The furthest prototype achieves the best
attack effect by generating more general
guidance.
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We show significant token redundancy in
performance impact.

Preserving higher attention maintains
better performance than random one.
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(c) Clean and Adv. performance changes
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(d) Attention value before and after attack

A few specific tokens dominate the attack.

The generated adversarial example can
hardly generalize to tasks that focus on
different visual attributes.
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Algorithm 1 PA-Attacking Procedure

Require: clean image x, perturbation budget €, stage-one

iterations S, stage-two iterations S, loss function L, Model Attack COoCo | Flickr30k | | TextVQA | VQAV2 | POPE | Average SRR +
prototype P from guidance dataset ng‘de, step size a, 0de Perturbation (€) 2/255 4/255 | 2/255 4/255 | 2/255 4/255 | 2/255  4/255 | 2/255  4/255 | 2/255  4/255
random initialization range 1 € [0, €. . Clean 115.5 77.5 37.1 74.5 84.5 0.0
1. ’q + a + Uniform(—n, n) > Random start 3 MIX.Attack [40] 67.5 554 | 421 359 | 246 19.1 | 594 579 | 720 69.1 | 312 38.9
e , , kY ok , " VT-Attack [43] | 66.8 295 | 40.0 199 | 269 161 | 60.1 283 | 67.1 585 | 316  59.6
2 k" = argminy, cos (v,p"),p* € P >Indexin 5| kVIMAi[51] | 413 263 | 302 203 | 197 140 | 551 S04 | 690 616 | 433 545
Eq. 5) G VEAttack [33] 108 7.1 | 107 63 | 138 101 | 429 384 | 475 428 | 652 712
3: w,; = softmax(a’ < f(x)) > Token weights Eq. (9) = PA-Attack (ours) | 61 41 | 47 33 | 83 51 | 339 325 | 296 336 | 771 79.0
4: fori =0t0 571 —1do . Clean 79.7 60.1 23.8 48.5 65.7 0.0
5: Compute L(f(x), f(x’;), ws1, p* ) in Eq. (10) MIX.Attack [40] | 459 254 | 337 180 | 134 88 | 398 360 | 590 533 | 31.6 492
6. iy @'y +a-sign(Vy L) >Eq. (11) 2 VT-Attack [43] | 497 316 | 386 230 | 161 132 | 397 395 | 651 627 | 250 379
. ) o2 i To /... ball & | AttackVLM-ii [51] [ 277 100 | 201 93 | 100 74 | 378 333 | 533 481 | 461 598
T @'iyy clip(@’ip, @ —ex+e) >Tol-ba VEAttack [33] 75 37 | 87 32 | 125 57 | 340 328 | 60.6 596 | 523 615
8: end for PA-Attack (ours) | 47 3.6 | 54 37 | 66 48 | 330 326 | 476 459 | 634 664
. — { / .
9: wsp = softmax(a” < f(a's,—1)) > Token weights — Clean 119.2 77.1 39.0 75.6 84.1 0.0
10: forr =5;t0 5, + 5, — 1do « MIX Attack [40] | 73.8 60.1 | 41.0 322 | 228 197 | 598 580 | 742 682 | 318 399
1 Compute L(f(z), f(z’,), wss, p*") in Eq. (10) v VT-Attack [43] | 68.6 340 | 407 252 | 287 184 | 598 27.6 | 709 679 | 305 549
. / / = ) S | AttackVLM-ii [51] | 46.6 253 | 275 179 | 196 147 | 550 499 | 638 578 | 453 566
120 @l el acsign(Vy, £) >Eq.(12) = VEAttack [33] | 112 65 | 91 57 | 124 86 | 415 376 | 476 447 | 671 724
13 &/pp1 clip(®’ i,z —€e,x+€) bTole-ball 3 | pa-Avack(ours) | 54 39 | 41 20 | 70 65 | 365 344 | 314 279 | 773 798
14: end for
15: return x4, ; > & 5, 18,1 — Tady
Qwen3-VL-8B InternVL2-8B Gui et -
: uidance  Distribution COCO Flickr30k TextVQA SRR
Method  pealWorldQA  ODinW-13  RealWorldQA POPE SRR T Q T
Clean 733 355 625 22 6 00 Clean In 115.5 77.5 37.1 0.0
— _ COCO In 4.1 3.3 5.1 92.8
VT-Attack 68.2 33.9 45.4 77.4 12.9 RVL-CDIP Out 41 37 6.8 911
VEAttack 58.2 14.4 46.4 63.8 334 B u ' ) ' '

PA-Attack 57.0 9.8 43.4 648  38.0 ScienceQA Out 4.2 3.6 5.8 920
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Thank you for your listening!
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