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• In the field of computer vision, the object detection (OD) task consists of the 
localization and classification of objects within a scene [1].
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• Similar to other deep learning models, OD models are vulnerable to adversarial 
attacks, particularly adversarial patch attacks [2].
• These attacks pose a significant threat to the reliability of an OD model by inserting a 

maliciously crafted patch onto an image, causing the model to make incorrect predictions.
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• Recent research [3-6] has observed that adversarial and benign images can be 
viewed as being drawn from different distributions.
• Due to this distributional gap, image reconstruction techniques have been found to struggle 

with reconstructing adversarial regions.
• This can be leveraged to identify and mask regions where reconstruction quality falls below a 

predefined threshold.
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• Neural style transfer [7] is a technique that optimizes the process of blending two 
images, a content image and a style reference image, into a single image. 
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• Given a content image 𝑋𝐶 , a style image 𝑋𝑆, and an initial blank/random noise 
image, the neural style transfer model generates a new image 𝑋𝑂 that is based on 
the content image while incorporating the style properties of the style image.
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Measures the Mean Square Error (MSE) 
between the Feature Maps of the output image 

𝑋𝑂 and the content image 𝑋𝐶 . 

It ensures that the spatial structure and objects 
(e.g., cat) are preserved in the final result. 

Measures the MSE between the Gram Matrices 
of the output image and the style image.

Gram Matrices capture the correlations between 
different feature channels, representing textures 
and color patterns without spatial information. 

Background
Neural Style Transfer 

𝐿𝑆𝑇(𝑋𝑂 , 𝑋𝐶 , 𝑋𝑆) = α𝐿𝐶(𝑋𝑂, 𝑋𝐶) + β𝐿𝑆(𝑋𝑂, 𝑋𝑆)



• Recently, style transfer was mathematically demonstrated [8] to be a form of 
domain adaptation (with a second-order polynomial kernel).
• The goal of domain adaptation is to minimize the dissimilarity between the distributions of 

the source and target domains using the maximum mean discrepancy (MMD) metric.
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• When we analyzed the Gram matrices (GMs) of adversarial regions compared to 
benign ones, we observed that adversarial regions induce GMs with higher 
magnitudes than those induced by benign regions.

Motivation
Empirical Motivation: Gram Matrix Analysis
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• To avoid constraining our method to a specific attack style, we sought a style 
whose GMs have similar higher magnitudes to those of adversarial regions.
• We found that the GMs of a randomly sampled noise image yield similarly high magnitudes.

• Maximizing the style loss between an image and a randomly sampled noise had 
minimal effect on benign GMs, while flattening the magnitude of adversarial ones.

Motivation
Empirical Motivation: Gram Matrix Analysis

Almost the same!X5



• To create our desired effect, we created a customized style transfer model with 
random noise as a style reference; however, rather than generating an image 
closer to this style, our technique intentionally deviates from this style.

Method
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Method
AntiStyler’s Pipeline
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• Our evaluation was conducted on two digital datasets (COCO [9] and INRIA [10]) 
and two physical datasets (Superstore [11] and APRICOT [12]).
• We used a wide range of adversarial patch attacks: DPatch [13], Google’s patch [14], 

Masked-PGD (M-PGD)[15], T-SEA [16], natural patches [17], and printable patches [18].

Evaluation
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Results on MSCOCO
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✓ What makes adversarial patches stand out?
• We observe that adversarial patch attacks introduce unnatural, random patterns

that are statistically different from benign image content.

✓ How does AntiStyler work?
• We reverse the effect of the style transfer technique to remove a “random” style 

from the image while preserving its content.
• Pixels that change the most during this process reveal the likely location of the 

adversarial patch and are subsequently masked.

✓ What do we achieve?
• AntiStyler is fully agnostic: it requires no training, no knowledge of the attacked 

model, and no prior information about the attack or patch.
• It operates in real time (10–12 FPS) and improves robustness by up to 15 mAP, 

while maintaining clean-image accuracy.

Conclusions
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