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Object Detection FU]ITSU

* In the field of computer vision, the object detection (OD) task consists of the
localization and classification of objects within a scene [1].
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Adversarial Patch Attacks FUIITSU

 Similar to other deep learning models, OD models are vulnerable to adversarial
attacks, particularly adversarial patch attacks [2].

* These attacks pose a significant threat to the reliability of an OD model by inserting a
maliciously crafted patch onto an image, causing the model to make incorrect predictions.
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Distributional Gap Between Adversarial And Benign Images FUIITSU

* Recent research [3-6] has observed that adversarial and benign images can be
viewed as being drawn from different distributions.

* Due to this distributional gap, image reconstruction techniques have been found to struggle
with reconstructing adversarial regions.

e This can be leveraged to identify and mask regions where reconstruction quality falls below a
predefined threshold.
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Neural Style Transfer FUIITSU

* Neural style transfer [7] is a technique that optimizes the process of blending two
images, a content image and a style reference image, into a single image.

Ep = Z (GL - "1L)_ Etotal - OT'Acccrm‘ent + .ﬁﬁst-yle

—— GL = FiFk

y 7
. vi_,
— iﬂ
o

Style image T Content image



(1O csa
Background o
Neural Style Transfer FUIITSU

* Given a content image X, a style image X, and an initial blank/random noise
image, the neural style transfer model generates a new image X, that is based on
the content image while incorporating the style properties of the style image.

Ler(Xo,Xc, Xs) = aLlo(Xp, Xc) + BLs(X0, Xs)

Measures the Mean Square Error (MSE) Measures the MSE between the Gram Matrices
between the Feature Maps of the output image of the output image and the style image.
X and the content image X..
Gram Matrices capture the correlations between
It ensures that the spatial structure and objects different feature channels, representing textures
(e.g., cat) are preserved in the final result. and color patterns without spatial information.
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* Recently, style transfer was mathematically demonstrated [8] to be a form of
domain adaptation (with a second-order polynomial kernel).

* The goal of domain adaptation is to minimize the dissimilarity between the distributions of
the source and target domains using the maximum mean discrepancy (MMD) metric.
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Motivation

Empirical Motivation: Gram Matrix Analysis
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 When we analyzed the Gram matrices (GMs) of adversarial regions compared to
benign ones, we observed that adversarial regions induce GMs with higher
magnitudes than those induced by benign regions.
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Empirical Motivation: Gram Matrix Analysis FU]lTSU

* To avoid constraining our method to a specific attack style, we sought a style
whose GMs have similar higher magnitudes to those of adversarial regions.

* We found that the GIVIs of a randomly sampled noise image yield similarly high magnitudes.

* Maximizing the style loss between an image and a randomly sampled noise had
minimal effect on benign GMs, while flattening the magnitude of adversarial ones.

X5 Almost the same!
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* To create our desired effect, we created a customized style transfer model with
random noise as a style reference; however, rather than generating an image
closer to this style, our technique intentionally deviates from this style.
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AntiStyler’s Pipeline FU]ITSU

(A) Style Removal Phase (B) Filter Phase (C) Enhancement Phase (D) Mask Phase

Input Image Padded Image AntiStyled Image Raw Mask

Input Image Final Mask (M)
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AntiStyler’s Effect FU]ITSU
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e Our evaluation was conducted on two digital datasets (COCO [9] and INRIA [10])
and two physical datasets (Superstore [11] and APRICOT [12]).

* We used a wide range of adversarial patch attacks: DPatch [13], Google’s patch [14],
Masked-PGD (M-PGD)[15], T-SEA [16], natural patches [17], and printable patches [18].

M- PGD Patch D-Patch Patch Google Patch T-SEA Patch Natural Patch Printable Patch
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Results on MSCOCO

OD Defense Processing ‘ Google | M-PGD ‘ DPatch
Model Method Time [ms] | Benign Adv Mean | Benign Adv Mean | Benign Adv Mean
| Undefended ‘ 43.2 ‘ 51.6 16.6 34.1 | 45.8 223 34.1 ‘ 40.4 23.0 36.2
LGS (WACV19) 713.8 42.5 26.8 347 38.0 30.8 344 432 27.7 355
Grad-Defense (CVPR20) 43.2 46.7 229 348 47.1 282 37.6 47.8 28.6 382
SAC (CVPR22) 78.0 51.6 227 372 | 458 355 407 | 494 315 405
ObjectSeeker (SP23) 41919 51.6 31.0 41.3 44.5 284 36.5 48.0 284 382
Faster PAD (CVPR24) 55098.8 | 39.8 272 335 | 39.0 360 375 | 430 359 395
RCNN NAPGuard (CVPR24) 384.6 47.8 27.0 374 439 354 397 46.2 32.8 395
DIFFender (ECCV24) 7606.0 34.1 19.4 26.8 32.1 263 292 35.8 254 30.6
NutNet (CCS24) 45.2 42.4 21.4 319 36.7 31.5 34.1 41.5 31.1 36.3
KDAT (AAAI2S) 43.2 50.1 31.5 40.8 47.6 333 40.5 49.9 343 42.1
AntiStyler (Ours) 92.7 51.6 325 421 45.8 38.0 419 489 38.3 43.6
| Undefended ‘ 3903 ‘ 52.8 30.8 41.8 I 53.6 290 413 ‘ 56.8 35.5 46.2
LGS (WACV19) 705.8 45.3 36.0 40.7 48.2 36.3 423 47.3 438 45.6
Grad-Defense (CVPR20) 393 49.9 37.4 437 49.8 41.2 45.5 53.0 40.5 46.8
SAC (CVPR22) 71.7 51.9 34.6 433 53.5 32.9 432 56.7 43.1 499
ObjectSeeker (SP23) 40724 | 52.8 350 439 | 505 362 434 | 568 408 488
DETR PAD (CVPR24) 54721.5 50.6 33.7 422 46.1 40.2 432 55.2 46.3 503
NAPGuard (CVPR24) 378.9 50.8 39.9 454 | 506 41.8 462 | 565 46.0 51.3
DIFFender (ECCV24) 7603.4 39.0 236 31.3 38.3 269 326 41.1 32.2 36.7
NutNet (CCS24) 42.8 507 36.6 437 | 492 402 447 | 519 455 487
KDAT (AAAI2S) 393 53.0 37.8 454 52.7 379 453 55.9 45.5 50.7
AntiStyler (Ours) 85.6 53.0 41.7 47.4 53.6 396 46.6 57.8 444 51.1
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Results on INRIA

Defense Ben; TSEA Printable Patches Natural Patches

Method “MEN B Patch C-Patch | OBJ UPPER CLS-DET | PI P2 P3 P4

Undefended 94.9 17.6 173 | 456 402 507 | 546 662 53.1 674
ObjectSeeker (SP23) | 95.1 16.2 176 | 449 411 61.2 55 608 496 69
PAD (CVPR24) 94.9 54.2 862 | 785 787 802 | 743 823 792 84
DIFFender (ECCV24) | 92.7 57.8 551 | 712 643 688 | 655 57.1 627 608
NutNet (CCS24) 048 | 741 783 | 712 648 678 | 532 658 505 647
KDAT (AAAI25) 95.6 17.8 189 | 516 450 630 | 53.1 627 471 67.1
AntiStyler (Ours) 95.8 | 94.9 878 | 820  83.0 802 | 744 819 573 817
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v' What makes adversarial patches stand out?

* We observe that adversarial patch attacks introduce unnatural, random patterns
that are statistically different from benign image content.

v' How does AntiStyler work?

We reverse the effect of the style transfer technique to remove a “random” style
from the image while preserving its content.

* Pixels that chanﬁe the most during this process reveal the likely location of the
adversarial patch and are subsequently masked.

v" What do we achieve?

* AntiStyler is fully agnostic: it requires no trainin

agl . E' no knowledge of the attacked
model, and no prior information about the attack or patch.

It operates in real time (10—12 FPS) and improves robustness by up to 15 mAP,
while maintaining clean-image accuracy.
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